
Consent for forensic analysis

I,   ,  onward referred to as THE BENEFICIARY, voluntarily agree to 

work with [insert name of the organization doing the analysis], onward referred to as THE 
ORGANIZATION, in the analysis and investigation of my electronic device(s) and/or online accounts, 
potentially targeted or compromised with spyware or other malicious software.

We agree to the following: 

1. In relation to the objective of this investigation, we agree that THE ORGANIZATION [insert 
goal, example: will collect and analyze digital information with the goal of establishing 
verifiable hypotheses of potential digital attacks]. This does not create any commitment for the 
organization to deliver a result or a report, nor to publish any findings. 

2. [If you need consent for publication: In particular, I give THE ORGANIZATION permission 
to publish the following information in publications, including blog posts and public reports:

3. The information to be collected by THE ORGANIZATION includes:

• [Detail information to collect]

4. Once the investigation is complete, I request to THE ORGANIZATION:

5. I acknowledge that THE ORGANIZATION might have access to private and/or sensitive 

information during the course of the investigation. THE ORGANIZATION [add details around 
information protection policies, for example: commits to managing this information under the 
following confidentiality and data management policies (insert link to policies if available or 
otherwise describe them if they are not public)]. 

My name and affiliation (e.g., the relevant organization or community group). 

 ​I want my identity to be anonymous.

That my information is included in a pool of collections for future analysis

That any information related to my devices is eliminated after the analysis is complete



6. THE BENEFICIARY commits to following guidelines regarding the confidentiality of this 
investigation. [add details about the confidentiality, for example: The forensic support provided 
is confidential, and neither the results or the existence of such analysis should be shared 
publicly]. THE ORGANIZATION reserves the right to terminate the investigation in case the 
confidentiality guidelines are not respected. 

7. At any point during the investigation, either THE BENEFICIARY or THE ORGANIZATION, 

can make the decision to terminate their participation in the investigation.

Considering the above, I hereby confirm I provide this information voluntarily. I have read and 
understand this document and agree to its terms.

Date:  

Signature:   
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